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Work

A Fastrax 2000-2013
Receivers for Suunto, Benefon, Nokia, etc
A uBlox 2013-2014
Automotive grade receiver
A Finnish Geospatial Research Institute (FGI) 2014 -2018
High precision Positioning, new signals, jamming, spoofing
A HERE Technologies 2018-2020
High precision correctional service
A Septentrio 2020 ->
High precision receivers
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R&D at Septentrio .
(. 4 HEXAGON ;'.l

_ NowAtel
A Currently working as:

General Manager, Septentrio Finland Oy

Team Leader, PE Integration

Director PNT Product Development

A 4 teams: Chips, HW, DSP, PE, Integration Code

A Not: WiF, CAN, Cellul ar, Boxed receiver
A Activities: e g

Next gen Products (GreCo5 based) z AsteRx-m5, Mosaic-G5, Px6, Y @ N ~ / —

Innovation: RTK (3F-RTK), PPPAR, tightly coupled INS -

New signals: HAS, SAS, OSNMA, LEEPNT

Performance: lono mitigation, AJ/AS

Projects: Collaboration with

Ti mi n
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Septentrio
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Our markets

Machine Automation Survey and Mapping

Marine Construction Mining Survey GIS

Logistics Agriculture

Scientific/Reference Aerospace/Defense

Reference Receivers Timing Receivers Space Weather Aerospace Defense
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Our Products
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Housed Smart Scientific
Boards
Modules GNSS/INS receivers antenna Receivers

boards

Our latest
Mosaiex5

Single antenna

Nontethered

Flexible
Base & rover

Best measurements,
Timing or
Scintillation

Dual antenna
Or GNS®NS

/
~4

tethered

"a T
- - Dual antenna

septentrio

part of HEXAGON

‘a
-
v



Close up on mosaiG5

AreCo
Avionics ASIC
GPS/GAL
DO254 DAL A
GreCo2 2010
Digital Core
GPSI/GLO 2009
2004 GreCo3
Digital Core
GPS/GLO/GAL+BDS
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QOBNT

GNSS RF ASIC
65nm
Highly Integrated
Multi-frequency
Multi-constellation

2020 |

2015

GreCo4

Digital Core

110nm
Multi-constellation
Interference mitigation

Integrated GNSS/CPU
Core

28nm

Multi-frequency

Multi -constellation
Secure & resilient

Success deeply entrenched in our
unique chip design

Unmatched innovation combined
with state -of-the -art software and
resilience features

Recognised market leader in high -end
GNSS chips

Setting industry standards  for high
precision performance



Close up on mosaiG5
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Jamming z Problem and mitigation
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The Jamming Problem: Blocking the Receiver
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Many Jamming Signal Types

T

GNSS Signal Power is Weak
CW, Chirp, PRN [
Jamming Signal Power Depends

} = 1016 Watt (0.1 femtoWatt)
Distance, Jammer Type
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Jamming Mitigation

Signal Level Mitigation
Some signals are more robus
than others

Receiver Level Mitigation
Active Interference Rejection

? septentrio N50°50'54.87"E443'55.63
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Receiver Level Mitigation

Anti-Jamming
Signal Cleanup

Notch Filters

RF IN

Removes Affected Spectrum Removes Chirp Jammers
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Raw Signal Awareness: Baseband Samples

| RF Signail

Baseband Sign4l

In-Phase

Quadrature
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/ Snapshot ﬁ

Receiver RF Demodulation
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Test Setup Modeled as if signal passed

| through LNA and cabling ([ ~~ \

Antenna element
\ Signal generator

Cabling

Antenna LNA

h

Splitter circuit

A 4 h 4 h l l h 4

Calibration
device (SDR) > Recelver 1 Recelver2 | . ... ... ... Receiver N
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Test Setup

Arbitrary Waveform RF
Signal Generator
(500 MHz Tx Bandwidth)

Calibration device (SDR)
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Norway Jammertest

A Advanced outdoor jamming & spoofing tests
A Very remote location avoids impact
A Multi-constellation, multifrequency spoofing!
A Large variety of jamming and spoofing scenarios

A Organized by Norwegian Governmental Agencies

TRYAT Justervesenet = .
Norsk
Statens vegvesen Norwegis

il

A Participants:
A Authorities
A Industry
A Academia
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Septentrio at Jammertest 2023

A Three Heros
A Static and dynamic setups
A Many antenna and receiver types

GENERATION GPS P
- - IS TESTED HERE
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Continuous Wave (CW)

A Plain Sine Wave /\W

A At Center Frequency of Targeted Signal Band

Classical way of jamming

A Norway Test, Middl e E

4 CW

GNSS Signal

Frequenc§
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Mitigation Techniques for CW Jamming

A Notch Filtering + CW
55—:
GNSS Signal : o
504 m'ﬂ.ﬂ f\ I IL V] "l' Ll N |' Ny '
Remove! TN |L\’}'f“ IVE[J “lﬂ'ﬂ' |f 1|ﬂ|r | ( "Jﬂl r'I'WV J'ff”l ™ Il 4 *\ fml'”w k” 'le\
‘E:"45—_ ‘I I l1| ’I 1 I
\ R | J
5 |
N § IIL.J |r
40 lﬁql
Frequency 35 S
A Digital Implementation : .
30—
A Dynamic Range Matters A Multi -Bit ADCs <
1.218 1.219 1.220 1.221 1.222
A Septentrio: 45 dB rejection Frequenay (162
Motch Filters
Motchl Motch? Motch3
Mode auto ~ | auto ~ | auto e
Septentrlo Center frequency 1.100,000 MHz = | 1.100,000 MHz = | 1.100,000 MHz >
part of HEXAGON = e e
Double-sided bandwidth 30 kHz ~ 30 kHz ~ 30 kHz ~




Continuous Wave (CW), L1 vs L5
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KL L1C/A AIM+: 48 dB Rejectiof )
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CW Jamming from Eiffel tower

A 1 Watt Carrier at Every Center Frequency

r:1.398 GHz

Free space propagation
Configuration: GPS+GALILEO+BEIDOU
E Area where position fix is lost:

No Mitigation

25 =Ty, & w @ e °
3 7. < / Musée Jacquemart-André 04«\, e
‘ ®
® Bd Haussmap,,
i fiemphe ® Byp,
AT AN 1 S
> N "., 4 i e % Palais Gt
Université. 28y © M ke \ %
Parig} Ofé W %
Dauphine:PSI¥ - # ® ¥
::‘5), // CHAILLOT 8TH ARR: Ritz Paris
& Musée national des ar
i Guimet i
\ @ place de|
Grand Palai
®
Jardi
2 Tuile
\ Juai Bran| on 3
A
. Jacql rac ‘{’,,a U
-Dominique - Rue Saint.p, o) 8
Y Dot B
= —)L o,
L %
les It valides @
Mare e
Les Deux
7TH ARR
Lel
Rue ¢ Babylone 0 Rivi
® s
@
AUTEUIL ® Q&b
- 6TH
®
Paris Auteuil < Zola 2l
slitor
® ®
S
& BEAUCPENELLE
i & & “~_ 15THARR
< S &
W & pacande /[ & $oe S
& 5 N
o o) Citroén ; 53 (°
E & e Mo

septentrio

part of HEXAGON

Zero

snans Vs

% Hl
/ g
HE .
7 >, A 5 AlléeeaniPaulhan
i s
Y A
O
=
Bureau de Gustave Eiffel
A Bar & Champagne KiosqueTourEiffel
/ - Bublic toilet: ®
Tour Eiffel €3 -
X Bar'wnacag#ns
A
Cheminee datant A
de la construction de la. .
g O
4 ?'(9
ez fefuzniky Avenue Pierre Loti
A =
Y g
- )
7. Jardin de la Tour Eiffel %%,
Z 6,
S 6 5,
5y ey
G /
T

:on Bourgesis




Chirp Jamming

8-40 s
Frequency )
A Sine Wave Frequency Cycling in Target Band '
. . . GPS 10-100 MHz
Si mple Wayotutbj 3Wiepeuency Band
Dominant Design for Personal Protection Devices
_ : Time

A Center Frequency = Center Frequency of Targeted Signal Band

Typical parametrization:
A 20 MHz wide, 10 ps sweep time

3% kom12.serial - Spectrum View - S/N 20084

{ b ‘ 3 @& ‘ ‘ & | Continuous averaging (15 & IMAIN1,53925GHZ V} Stop

@ Spectrum ‘ @ Raw Samples | @ Samples Histogram |

5 Increasing
Noise Floor
50: /
[RE GPS Band
cL313—:
20—5
10—5
- o
L i A e e e e e e e e e e e e T e e ] b e e e e
1.560 1.570 1.580 1.590 1.600 1.610 1.620
‘ Frequency (MHz)
L]
‘ Se pte ntrl 0 1.617,7,51,6 Samples: 15 MeanI: 0,36 Mean Q: -2.98 RMSI: 25.79 RMSQ: Zm
V part of HEXAGON



Mitigation Techniques for Chirp Jamming

Active Signal Cancellation
Method 1: Mimick the signal, and subtract

A Parameter estimation: frequency -range, chirp -rate, phase ASC-
. . Module
AProblem: canAt deal well wi r % s | ont
—
Receiver

Method 2: FFT z set peaks to zero - IFFT
A = FDAF: Frequency Domain Adaptive Filter

1 Threshold

\) \J ? frequency
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Chirp, 20 MHz, 10 ys Sweep Time

Similar Impact at L1 and
' AIM+: 35 dB Rejection

301 L1C/A ;
5 . Chirp @ 1575,42 MH
o
Z 10} -
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Interference power [dBm]
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Advanced Multi -Frequency Chirp Jammer

A Commercial High -Power Jammer from Norway  Jammertest Arsenal

Replicated on our test system following description in Test Catalogue

~ —

165 Watt!
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Jamming at 165 W from Eiffel tower

A Simulating precise receiver exposure vs distance
Free space propagation
Configuration: GPS+GALILEO+BEIDOU

A Area where position fix is lost:

Without AIM+
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PRN Jamming

A Typical Military Jamming Technique

A Worst Jammer from Norway Jammertest
3 Mbps BPSK at all Carrier Frequencies
Replicated in our Test System

GGGGG
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1))
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Jammer: 3 Mbps PRN jammer

L1C/A

Full Spectral Overlap Frequency

Jammer: 3 Mbps PRN jammer

Partial Spectral Overlap
A Mitigated with BandStop Filter!

GPS L5

Frequency




50W PRN jamming from Eiffel tower

A Area where position fix is lost:

A Simulating precise receiver exposure vs distance

Free space propagation
Configuration: GPS+GALILEO+BEIDOU+GLONASS+SBAS
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With AIM+
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Military Theaters: High Entropy Interference

A Black Sea, Romania, June 2022

Interference recorded by PolaRx CORS receiver Y
Baseband samples A Enabling Demodulation
A Wide band BPSK @ 1575,42 MHz

A Pseudo-random

Full Spectral Overlap, Pseudoise

Demodulated Jamming of GPS L1
T T

<
I|554 1561.02 1568.03 ||57505 |1582 o7 1589.08 1596.1 1603.12 1610.1
v
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Military Grade Anti  -Jamming: Beam Forming

A | L( (/ A Typically uses 4 to 7 antena elements
Exploit Geometry A Also cancel reflections of jamming
A Multiple Antenna Elements /% A CRPAControlled Radiation Pattern Anten

D
Noise Al__
Noise GPS GP51
o
\
GPS.(®xp(2p .V 1) 4(NoiseNoise) Deduced from crossorrelation
v Al and A2 signal
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Firmware Support for Dual Input Adaptive Null Steering

3rd-party Dual Polar Antenna
AsteRx-m5
RF FE GReCo5

GNSS+Interfere
RHCP

Scalar Clean
Filters

GMNSS Correlators

RF Demod Adaptive
Spectro
Spatial

Interference oF D d e
emo ilter .
LHCP GNSS Firmware
Interference
Signal Mitigation Regular
|g['|a s _”_ GMNSS Firmware
Monitors Firmware
Connectivity
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Day 1 Norway 2023: Applying all ~ flavours of jamming waveforms

=60

Spectrogram based on data logged by the receiver (snapshots)

=70

Le e

L1 CW Narrow Chirp_—
|Frequency 20 Wattg Line-of-sightg 1,2 km distance -
l.ZZ/EE.c -100

=120

=130

Time (~5 hours)
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Positioning Error vs Time
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How is it done ?

HackRF One 1-6GHz Open Source
Software Defined Radio Platform...

$139.81

+$5.00 shipping

A gps-sdr -sim GPS Simulation Software Defined

Open Source @ GitHub Software Radio (SDR)
Easy to Set Up

septentrio 1Q Samples €1y
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