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Background

ÁGNSS, being the backbone of any global scale navigation system, offers 

accurate PNT in good signal conditions but is vulnerable to 

jamming/spoofing

=> due to weak signal reception and open unprotected signal authentication 

provision

ÁThere has been a considerable upsurge in GNSS vulnerability incidents 

due to

=> the advancement of affordable software -defined radios, signal 

simulators, cheap availability of jammers , and 

=> regional conflicts to protect critical infrastructures/air space 

from unauthorized entities
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Understanding GNSS Vulnerabilities

ÁGNSS is working as designed: The system continues to function 

correctly and deliver accurate data under normal conditions.

ÁThe degradation in performance is not a failure of GNSS itself , 

but a consequence of external, intentional interference in specific 

regions.

ÁCivilian GNSS signals were not designed to resist hostile 

threats , causingservice degradation in conflict areas.

ÁDuring conflict situations , the consequence is compromised 

availability of GNSS services for civilians in affected areas.
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Investigation 

of GNSS end 

user needs 

and 

requirements 

funded by 

NESA 2021

GNSS Performance Requirements for Different Industries
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Increasing Need for Auxiliary Information

End user needs
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Data from research project funded by 
Finnish National Emergency Supply Agency (NESA)
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Accuracy + Availability + Reliability

Users now expect a sense of reliability, achieved by building resilience into the system.



GNSS Interference in 

Finland
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ÁSevere interference 
detected during 2024 -
2025

ÁHigh impact on air traffic

ÁCancelled flights 
Á Mostly to eastern Finland

ÁReports of jamming and 
spoofing from the Gulf of 
Finland

ÁLimited effect on land

Interference

Clean signal

Aviation GPS interference 

reported to Traficom in Finland



Effects of Prolonged 
GNSS Jamming on a
Continuously Operating 
Monitoring Station



Realtime monitoring of navigation signals with 

FinnRef monitoring station network

Å Server and traffic light (web -site) interface for 

fault notifications

Å Based on the monitoring station network 

maintained by the NLS (~100 stations)

Å Public service started in 2021: 

https://gnss -finland.nls.fi

Å Example of interference events detected at one 

of the monitoring stations

GNSS-Finland and the Availability 

of Satellite Navigation Systems

Lowest 1 percentile average C/N 0

for the GPS L1, L2, and L5 signals
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https://gnss-finland.nls.fi/


Example case:

ü Extended jamming attack against a 

modern Multi -Constellation, Multi -

Frequency (MCMF) GNSS receiver

× All available constellations

× All available signals

ü Jamming targeting upper L -band

× L1, E1, B1, G1

ü PNT from lower L -band 

× E5, L5, B3, G2

Effects:

ü Positioning accuracy degraded

× Nominal: centimetre level

× Under jamming: ~10 m or more

ü Time synchronisation

× Clock bias increased by up to 180 ns

Effects of Interference on a Monitoring Station (1/3)
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PNT LOST!
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Example case:

ü Extended jamming attack against a 

modern Multi -Constellation, Multi -

Frequency (MCMF) GNSS receiver

× All available constellations

× All available signals

ü Jamming targeting upper L -band

× L1, E1, B1, G1

ü PNT from lower L -band 

× E5, L5, B3, G2

Effects:

ü Positioning accuracy degraded

× Nominal centimetre level

× Under jamming ~10 m or more

ü Time synchronisation

× Clock bias increased by up to 180 ns

Effects of Interference on a Monitoring Station (2/3)

11

Nominal Operational condition 16-hour measurement period
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Effects of Interference on a Monitoring Station (3/3)

ü Interference was strong enough 

to completely deny use of upper 

L-band!

ü GPS L2 and L5 signals were lost, 

but Galileo E5a and E6 were 

working fine.

ü Receiver could still operate by 

utilising lower L -band

ü PNT solution was completely lost 

only for ~ 24 seconds in total

ü Recommendation: To ensure the 

resilience of critical 

infrastructures or critical 

services, the use of MCMF 

receivers is encouraged!

Average 

C/N 0 values

AGC values L1/E1
L2

L5

PNT LOST!



GNSS Interference 
Detection: A Largely 
Solved Problem
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ÁůInterference Ű in this context defined as: intentional/unintentional presence 
of interference in the form of either ůjammingŰ or ůspoofingŰ

ÁFollowing techniques are presented:

ÁAutomatic Gain Control (AGC) based technique

ÁRunning Digital Sum (RDS) based technique

ÁCarrier -to -Noise density ratio (C/N 0) based technique

ÁProposed Chi -Square Test based technique

Interference Detection Techniques*

*Mohammad Zahidul H. Bhuiyan, Muwahida Liaquat, Saiful Islam et al. Implementation and Performance Analysis of a Chi-square Test based GNSS Signal Anomaly Detection, 03 June 2025, PREPRINT (Version 1) available at Research Square [https://doi.org/10.21203/rs.3.rs-6750861/v1]

*Mohammad Zahidul H. Bhuiyan, Muwahida Liaquat, Saiful Islam et al. Implementation and Performance Analysis of a 
Chi-square Test based GNSS Signal Anomaly Detection, 03 June 2025, PREPRINT (Version 1) available at Research Square 
[https://doi.org/10.21203/rs.3.rs-6750861/v1]

https://www.researchsquare.com/article/rs-6750861/v1


Chi-Square Test based Interference Detection Technique (1/2)
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ÁThe Chi-Square Test is a statistical hypothesis test that compares the distribution between 
observed and expected data and generates a metric for distribution similarity. 

ÁThe Chi-Square Test is applied on digitized IF data samples at the receiver tracking stage 
just before the actual signal correlation

Chi-Square Test metric:

Chi-Square Test metric in dB:

Detection threshold in dB:

Hypothesis definition:

Digitized signal samples 

with AWGN at IF:

Digitized signal samples in 

the presence of interference:

Expected samples:

Observed samples:

Expected impact under H1:

is the interference signal and        

is the amplitude factor
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ÁDistribution of digitized samples under different scenarios: 

Chi-Square Test based Interference Detection Technique (2/2)

(a)TEXBAT ds2 (b) OAKBAT os2 (c) FGI -

SpoofRepo  TG-DFMC, (d) JammerTest  JT-17.1.6

Generic functional block diagram of a GNSS receiver



Datasets Selection (1/2)
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ÁPublicly available datasets and real -world jammer test campaign data are 
used for testing and evaluation.

OAKBAT datasets

TEXBAT datasets https://radionavlab.ae.utexas.edu/texbat/

https://doi.ccs.ornl.gov/dataset/d21dfe58 -3af9 -5ed8 -9c97 -693c12045aee



Datasets Selection (2/2)
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ÁPublicly available datasets and real -world jammer test campaign data are 
used for testing and evaluation.

JammerTest 2023 datasets

FGI-SpoofRepo  datasets https://doi.org/10.23729/7a648509 -2ca8 -4a7d -8223 -0b429182f857

https://doi.org/10.23729/fd -06d27736 -45cb -3ca2 -aff8 -725d42c6caeb



Experimental Setup: Research Tools
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ÁVarious Front -Ends are used to capture raw GNSS data samples for different 
datasets

List of Front -Ends with key configuration parameters

ÁFGI-GSRx software -defined receiver is 
configured in accordance with the 
associated front -ends: 
https://github.com/nlsfi/FGI -GSRx

https://doi.org/10.1017/97811
08934176  FGI-GSRx-v2.0.0 Receiver Architecture

https://github.com/nlsfi/FGI-GSRx
https://doi.org/10.1017/9781108934176
https://doi.org/10.1017/9781108934176


Results and Analysis: TEXBAT
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Detection performance of the Chi -Square Test for TEXBAT datasets

(Left) C/N 0 of GPS satellites; (Right) Anomaly detection based on the Chi -Square Test metric

Confusion matrix for TEXBAT datasets



Results and Analysis: OAKBAT
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Detection performance of the Chi -Square Test for OAKBAT datasets

(Left) C/N 0 of GPS satellites; (Right) Anomaly 

detection based on the Chi -Square Test metric

Confusion matrix for OAKBAT datasets



Results and Analysis: FGI -SpoofRepo
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Detection performance of the Chi -Square Test for FGI -SpoofRepo

datasets
(Left) C/N 0 of GPS satellites; (Right) Anomaly detection 

based on the Chi -Square Test metric

Confusion matrix for FGI -SpoofRepo datasets



Results and Analysis: JammerTest 2023
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Detection performance of the Chi -Square Test for JammerTest 

2023 datasets
(Left) C/N 0 of GPS satellites; (Right) Anomaly detection 

based on the Chi -Square Test metric

Confusion matrix for JammerTest 2023 datasets



Comparison against the Most Promising ML Techniques
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Comparison of detection performance of one reported ML Technique and the

proposed Chi -Square Test for OAKBAT datasets

Comparison of detection performance of a few reported ML Techniques and the

proposed Chi -Square Test for TEXBAT datasets

ÝChi-Square Test 
outperforms ML -
based methods for 
TEXBAT and 
OAKBAT scenarios 
except for ds7 and 
ds8

ÝDatasets ds7 and 
ds8 assume carrier -
phase alignment 
and also power -
matched with the 
authentic signal 
which is impossible 
to achieve without 
precise information 
of PVT of the victim 
receiver



Conclusion
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ÁThe proposed Chi-Square Test technique is effective for GNSS signal 
anomaly detection with a detection accuracy greater than 99% and no 
false alarm under a realistic signal propagation environment .

ÁDatasets from JammerTest 2023 campaign is publicly shared to 
promote open data policy.  

ÁThe FGI -GSRx receiver along with the configuration files are also 
publicly shared that can be used together with the datasets to 
benchmark any new PNT resilience techniques. 

ÁThe authors made one of the first attempts to present anomaly 
detection performance across various public and real -world datasets , 
hence offering a benchmark for future studies on similar topics.



Interference Classification: FGI -SpoofRepo Dataset (1/4)
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ÁUtilizes Chi-Square Test metric , receiverŰs estimated C/N0 and satellite 
elevation angle for classification into the following 3 classes: 
ÁClass 0: Nominal

ÁClass 1: Jamming

ÁClass 2: Spoofing

C/N 0 for scenario TG -DFMC Anomaly classification result for TG -DFMC



Interference Classification: TEXBAT ds2 Spoofing Scenario (2/4)
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ÁUtilizes Chi-Square Test metric , receiverŰs estimated C/N0 and satellite 
elevation angle for classification into the following 3 classes: 
ÁClass 0: Nominal

ÁClass 1: Jamming

ÁClass 2: Spoofing

C/N 0 for scenario TEXBAT ds2 Anomaly classification result for TEXBAT ds2
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Interference Classification: JammerTest2023 Incoherent 
Spoofing Scenario 16.1.1 (3/4)
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ÁUtilizes Chi-Square Test metric , receiverŰs estimated C/N0 and satellite 
elevation angle for classification into the following 3 classes: 
ÁClass 0: Nominal

ÁClass 1: Jamming

ÁClass 2: Spoofing

C/N 0 for scenario JammerTest 2023 scenario 16.1.1
Anomaly classification result for JammerTest

2023 scenario 16.1.1
27



Interference Classification: JammerTest2023 Jamming 
Scenario 4.1.5 (4/4)
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ÁUtilizes Chi-Square Test metric , receiverŰs estimated C/N0 and satellite 
elevation angle for classification into the following 3 classes: 
ÁClass 0: Nominal

ÁClass 1: Jamming

ÁClass 2: Spoofing

C/N 0 for scenario JammerTest 2023 scenario 4.1.5
Anomaly classification result for JammerTest

2023 scenario 4.1.5



GNSS Interference 
Mitigation: Emerging 
Technologies Paving the 
Way to Ultimate 
Resilience



Suggested way forward

Multi -Frequency

Multi -Constellation

Receivers

Increased resilience 
against both jamming and 

spoofing attacks

31

Backup/Alternative 
Systems 

and 
Sensor Fusion

Monitoring GNSS 
Frequency Spectrum

Improved 
understanding of 

threat space

Securing critical 
infrastructure and 

safety of operations
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Mitigation via exploiting Multi -constellation and Multi -

Frequency diversity

ÁResilient FGI -GSRx MFMC receiver : Intelligent signal selection based on 

key vulnerability matrix. 

(Left): Position solution with all available constellations, 

(Right): Spoofing detection -based constellation selection 

for position solution with FGI -GSRx

Islam, S., Bhuiyan, M. Z. H., Pääkkönen , I., Saajasto, M., Mäkelä, M., and Kaasalainen, S. 

(2023) "Impact analysis of spoofing on different -grade GNSS receivers," IEEE/ION PLANS 

2023, April 24 -27, 2023, California, USA.

https://github.com/nlsfi/FGI -GSRx

https://doi.org/10.1017/9781108934176
32

https://github.com/nlsfi/FGI-GSRx


Future Trends for PNT
ü GNSS still is an excellent system!

Á Ease of use

Á Cost efficiency

Á Precision

ü Authentication services

Á OSNMA

Á PRS

Á Chimera

ü Sensor fusion and system of systems 

approach

ü Low Earth Orbit (LEO) constellations

Á Dedicated PNT system

Á Augmenting GNSS

ü Quantum Navigation

33

Image credit: 

Xona Space 

systems

Templieret al, 
Science 
Advances (2022)

Image credit: Edge.auto



PNT Authentication with 
Galileo Constellation



European Galileo
A constellation of 30 GSTB -V2 satellites (27 active and 

3 spares) and their ground stations.

https://pgielmuda.medium.com/galileo -system -8550e7dc273f



Galileo Open Service Navigation 
Message Authentication (OSNMA)

Á A new feature of the Galileo Open
Service which enables users to verify
that the navigation data at the
receiver .

Á OSNMA relies on the transmission of
cryptographic information I/NAV
message on E1B component .

ÁOSNMA initial service was
declared operational on the 24th of
July 2025.

ÁGalileo currently is the only
constellation that offers possibility for
position authentication.

https://www.gps.gov/cgsic/meetings/2022/damy.pdf



OSNMA Principle
Å Navigation data are verified 

through the computation of a 
truncated Message Authentication 
Code (MAC), named tag, which is 
compared against a received tag.

Å The tag is computed with a key, 
released after the tag. To ensure 
the timely reception of OSNMA 
data, time synchronization to GST 
is required. 

Å The key is part of a TESLA chain, 
and can be used to derive previous 
keys, as the TESLA root key. 

Å The TESLA root key is verified with 
a public key through a digital 
signature algorithm. 

https://www.gps.gov/cgsic/meetings/2022/damy.pdf



Hammarberg, Toni, García, José M. Vallet, Alanko, Jarno N., Bhuiyan, M. Zahidul H., "FGI -OSNMA: An Open Source 

Implementation of GalileoŰs Open Service Navigation Message Authentication," Proceedings of the 36th 

International Technical Meeting of the Satellite Division of The Institute of Navigation (ION GNSS+ 2023), Denver, 

Colorado, September 2023, pp. 3774 -3785. https://doi.org/10.33012/2023.19348

FGI -OSNMA

FGI has made an open source OSNMA

implementation called FGI-OSNMA.

The goal of FGI-OSNMA is to serve as a

flexible and easily integrable OSNMA

implementation, usable in both research tasks

and production server environments .

FGI-OSNMA in GNSS-Finland service and

utilization of FGI-OSNMA with RTKLIB to

perform authenticated positioning .

OSNMA authentication timeline in GNSS-Finland Service



Authenticated 
positioning using FGI -
OSNMA

To make full use of the authentication, only Galileo E1b signal is 
used to compute the PVT. 

The OSNMA processing is done to obtain the authentication 
information, filter out the unauthenticated navigation message 
and the corresponding observables RINEX files to obtain the 
PVT solution.

Hammarberg, Toni, Garcìa, Josè M. Vallet, Alanko, Jarno N., Bhuiyan, M. Zahidul H., ŲAn experimental performance assessment of Galileo OSNMA,Ų Sensors, 2024

Unauthenticated positioning Authenticated positioning
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OSNMA Authentication Tags

ADKD0

Ephemeris, clock, and status of the satellite are authenticated in each subframe (or 30 seconds (s)) delay.

ŷSelfADKD0: ADKD0 authentication of the satellite is done by itself.

ŷCrossADKD0: ADKD0 authentication of the satellite is done by some other satellite.

ADKD12

Same information as in ADKD0 is authenticated, but there will be an additional 10 subframe (or 300 s) delay in transmitting t he TESLA key needed to authenticate 

the tag.

ŷSlowSelfAuthADKD12: ADKD12 authentication of the satellite is done by itself.

ŷSlowCrossAuthADKD12: ADKD12 authentication of the satellite is done by some other satellite.

ADKD4

Galileo constellation related timing information is authenticated.
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Case Studies

ŷReference:

Å60.182 °N, 24.828 °E , 47.248 m

ŷLocation: Finnish Geospatial Research Institute (FGI) office rooftop 

antenna in Espoo, Finland

ŷGalileo satellites: PRN 4, 9, 21, 31, 34, 36

ŷSignal duration: 460 seconds (~8 mins)

Case Study 1: 

Authenticated 

Position under clean 

open sky scenario

ŷReference: 69.283 °N, 15.998 °E 

ŷLocation: (Bleik community house parking lot), Andøya , Norway

ŷGalileo satellites: PRN 3, 5, 13, 15, ,24, 31

ŷSignal duration: 740 seconds (~12 mins)

Case Study 2: 

Authenticated 

Position in real world 

spoofing scenario
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OSNMA based position 
authentication with 
FGI -GSRx
OSNMA Hot Start: Public Key and Root Key available at startup

Scenario 1: Nominal open sky clean 
signal

Reference: 60.182°N, 24.828°E , 47.248 m

Location: FGI rooftop antenna in Espoo, Finland

Galileo satellites: PRN 4, 9, 21, 31, 34, 36

Signal duration: 460 seconds (~8 mins)

Live signal
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OSNMA based position 
authentication with FGI -
GSRx:
OSNMA Hot Start: Public Key and Root Key available at startup

Reference: 69.283°N, 15.998 °E 

Location: (Bleikcommunity house parking lot), Andøya, Norway

Galileo satellites: PRN 3, 5, 13, 15, ,24, 31

Signal duration: 740 seconds (~12 mins)

Record and Relay

Scenario 2: JammerTest2023 (Norway)

Dataset: 17.1.6 Simulated driving (route 1). 

Spoofed Signals: GPS L1 C/A, L2C, L5 Galileo E1, E5 

Position solution without OSNMA authentication

Authenticated position solution with OSNMA
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