NLS

FINNISH GEOSPATIAL
E(E:ISEARCH INSTITUTE

Adapting to GNSS Signal
Interference -
Challenges and
Opportunities

Prof. Zahidul Bhuiyan

Finnish Geospatial Research Institute
Keynote@NKGummer School
August 28, 2025, Tartu, Estonia



Speaker Introduction

Current Professional Roles

Y Full Professor & Finnish Geospatial Research Institute

Y Group Leader & Resilient PNT, FGNLS

Y Technical Expert & European Commission

Y Adjunct Professor (Satellite and Radio Navigation) & Tampere University

Y Editorial board member , GPS Solutions

Y Member & EU Workgroups:

) - Galileo High Accuracy and Authentication

' - European GNSS Interference Task Force
)

7//////;;:‘ //ll. — SN L T

. . Key Skills
Prot. Zahidul Bhuiyan Y Resilient PNT(Positioning, Navigation, and Timing)

Y LEGPNTuser receiver development
Y GNSSTechnologies
Y Crossdomain experience: Road, Aviation , Maritime , and Mass-market

Keynote @NKG Summer School,
9:15¢ 10:45; August 28, 2025, Tartu, Estonia

FINNISH GEOSPATIAL RESEARCH INSTITUTE FGlI 2 @Resilient -PNT, NAVI, FGI -NLS



Background

A GNSS, being the backbone of any global scale navigation system, offers
accurate PNT in good signal conditions but is vulnerable to
jamming/spoofing

=> due to weak signal reception and open unprotected signal authentication
provision

A There has been a considerable upsurge in GNSS vulnerability incidents

due to
=> the advancement of affordable software -defined radios, signal
simulators, cheap availability of jammers , and

=> regional conflicts to protect critical infrastructures/air space
from unauthorized entities
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Understanding GNSS Vulnerabilities

A GNSS is working as designed: The system continues to function
correctly and deliver accurate data under normal conditions.

A The degradation in performance is not a failure of GNSS itself |
but a consequence of external, intentional interference in specific
regions.

A Civilian GNSS signals were not designed to resist hostile
threats , causingservice degradation in conflict areas.

A During conflict situations , the consequence is compromised
availability of GNSS services for civilians in affected areas.
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GNSS Performance Requirements for Different Industries

Industry Users Positioning |  Timing
Telecom Telecom providers, data transfer - 100 ns - 1 ps
Finance Banks, stock exchange - 100 ns - 1 s
Electricity Digital electricity stations - L s
Aviation Civil aviation ~1 m -
Maritime Shipping industry 1-10m 2s
Road users || Navigation, autonomous driving [10 cm - 1 m -
Rail roads ||Civil transportation, rail transport| 1 - 10 m -
Agriculture Precision agriculture, forestry |1 cm -1 m -
Construction Construction cites lecm-1m -
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Increasing Need for Auxiliary Information

Data from research project funded by
Finnish National Emergency Supply Agency (NESA)

End user needs

Importance

GNSS Location Timing Historical Impact Event Event Single
. Forecast
Overview accuracy accuracy data Area type Impact system
= =i = 53] =] = .-
Finance Telecom. SaR, 112 Construction ind. Traffic Industry, other National agencies Average

Accuracy + Avallability + Reliability

Users now expect a sense of reliability, achieved by building resilience into the system.
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Lahde: GPSJam

A Severe interference
detected during 2024 -
2025

A High impact on air traffic

A Cancelled flights
A Mostly to eastern Finland

29.04.2024

Finnair temporarily suspends flights
between Helsinki and Tartu

Finnair has announced that it is suspending its flights between Helsinki
Al G . . and Tartu from 29 April-31 May due to interference with GPS signals. The
. A W b airline itself will contact all passengers who have purchased flight tickets
4 - - for thi: iod via SMS il.
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0 Aviation GPS interference
reported to Traficom in Finland
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Lahde: Traficom Tarton lentokenttd on erityisen altis GPS-hairinnlle, silla siell2 lshestyminen vaatii GPS-
signaalia. Arkistokuva. Kuva: SamiJumppanen / Korpipaja
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GNSS-Finland and the Availability
of Satellite Navigation Systems

Realtime monitoring of navigation signals with
FinnRef monitoring station network

A Server and traffic light (web  -site) interface for
fault notifications

A Based on the monitoring station network
maintained by the NLS (~100 stations)

A Public service started in 2021:
https://gnss -finland.nls.fi

A Example of interference events detected at one
of the monitoring stations

GPS CNR, 1. percentile

1 &

L2

L5

o
n

—~
Day of year
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https://gnss-finland.nls.fi/

Effects of Interference on a Monitoring Station (1/3)

Example case:
U Extended jamming attack against a
modern Multi -Constellation, Multi -

Frequency (MCMF) GNSS receiver
x All available constellations
x All available signals e —
i Jamming targeting upper L -band = Le———r— L wommw
x L1, El, Bl G1
U PNT from lower L -band Wm{ —
x E5, L5, B3, G2 T T S
AL P N
Effects: B ‘v = R = | e
i Positioning accuracy degraded - B
x Nominal: centimetre level PNT LOST! :
x Under jamming: ~10 m or more
U Time synchronisation )
x Clock bias increased by up to 180 ns

T T T T T T T T T
20:00 21:59 23:59 01:59 03:59 05:59 07:59 09:59 11:59
GNSS Time (hh: mm)
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Effects of Interference on a Monitoring Station (2/3)

Example case:

U Extended jamming attack against a
modern Multi -Constellation, Multi -
Frequency (MCMF) GNSS receiver

x All available constellations
x All available signals

U Jamming targeting upper L  -band
x L1, E1, Bl G1

U PNT from lower L -band
x EB5, L5, B3, G2

Effects:

U Positioning accuracy degraded
x Nominal centimetre level P S
x Under jamming ~10 m or more el e L

U Time synchronisation Nominal Operational condition 16 -hour measurement period
X Clock bias increased by up to 180 ns
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Effects of Interference on a Monitoring Station (3/3)

. Average 01
U Interference was strong enough CIN 3a|ues
to completely deny use of upper 0 o
L'bandl é 35
' GPS L2 and L5 signals were lost, £ =0
but Galileo E5a and E6 were AGC values L5 =&
working fine. Il 1|k JIL2 " St
40 1 .Il'.l-.‘ i l" :'59 03:59 3 :'59 07:'59 09:'59 11:'59
U Receiver could still operate by ' \
utilising lower L -band
. . u —— PNT LOST!
U PNT solution was completely lost — e
only for ~ 24 seconds in total — e
U Recommendation: To ensure the | —— R ; i
resilience of critical gres SReSl

! N IR i A Y g G
infrastructures or critical

services, the use of MCMF r
receivers is encouraged! .
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Interference Detection Technigues*

rr

Alnterference U in this context defined as: I N
ofi nterference in the form of either uj .
AFollowing techniques are presented:
AAutomatic Gain Control (AGC) based technique
ARunning Digital Sum (RDS) based technique
ACarrier -to-Noise density ratio (C/N ) based technique
AProposed Chi -Square Test based technique

*Mohammad Zahidul HBhuiyan, Muwahida Liaquat, Saiful Islam et al. Implementation and Performance Analysis of a
Chisquare Test based GNSS Signal Anomaly Detection, 03 June 2025, PREPRINT (Version 1) available at Research !
[https://doi.org/10.21203/rs.3.rs6750861/v1]
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https://www.researchsquare.com/article/rs-6750861/v1

Chi-Square Test based Interference Detection Technique (1/2)

A The Chi-Square Test is a statistical hypothesis test that compares the distribution between
observed and expected data and generates a metric for distribution similarity.

A The Chi-Square Test is applied on  digitized IF data samples at the receiver tracking stage
just before the actual signal correlation

Digitized signal samples

(O; — E;)? with AWGN at IF: yln| = Sip[n] + win]

-

I
—

Chi-Square Test metric:  Tx = T
! Digitized signal samples in

the presence of interference:

1

x[n] = y[n] + vqln]

Chi-Square Test metric in dB: Tz = 1010g;4(Tx) |k
Expected samples:  Elkl = ;yr‘

Detection threshold in dB: 1, = 1010g;o(ptm + 1/ 205erfc (1 — Py,))
1
Observed samples:  O[k] =

k
) x
i=1

Z|

Hypothesis definition: ~ as < Taas Hy, Nominal

Tem = Tam — Hp, Anomal _ . .
Xdp = ‘®4B L y q[n] is the interference signal and

_ i Ty () — Tay (0) v is the amplitude factor
N

Expected impact under H1.: X4B

H; i=1 Hj
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Chi-Square Test based Interference Detection Technique (2/2)

ADistribution of digitized samples under different scenarios:

N
o
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o | l | Running digital sum | l
\ —  Gtmm e il ) S } Ny Tt G Rl

(a)TEXBAT ds2 (b) OAKBAT 0s2 (c) FGI - Generic functional block diagram of a GNSS receiver

SpoofRepo TG-DFMC, (d) JammerTest JT-17.1.6
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Datasets Selection (1/2)

APublicly available datasets and real

used for testing and evaluation.

-world jammer test campaign data are

Scenario Description Impact Power advantage | Duration | Onset
identifier (dB) (s) (s)
ds0 Clean static N/A N/A 450 N/A
ds2 Static overpowered spoofing Time push 10 450 110
ds3 Static matched power spoofing | Time push 1.3 450 120
ds4 Static matched power spoofing | Position push 0.4 400 114
ds7 Static matched power spoofing | Time push 1.3 450 120
ds8 Static matched power spoofing | Time push 1.3 450 120
TEXBAT datasets https://radionavlab.ae.utexas.edu/texbat/
Scenario Scenario description Impact Power advantage | Duration | Onset
identifier (dB) (s) (s)
os0 Clean static N/A N/A 240 N/A
0s2 Static overpowered spoofing Time push 10 240 115
0s3 Static matched power spoofing | Time push 1.3 240 119
0s4 Static matched power spoofing | Position push 0.4 240 119
OAKBAT datasets https://doi.ccs.ornl.gov/dataset/d21dfe58 -3af9 -5ed8-9¢97 -693c12045aee
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Datasets Selection (2/2)

APublicly available datasets and real  -world jammer test campaign data are
used for testing and evaluation.

Scenario identifier | Scenario description Dul(-:;mn OI;S;et
TG-DFMC Targeted overpowered dynamic spoofing attack 370 138
UT-DFMC Untargeted spoofing attack with asynchronous posi- 370 135

tioning and timing
Meaconing Meaconing attack with asynchronous timing 400 155

FGI-SpoofRepo datasets https://doi.org/10.23729/7a648509 -2ca8-4a7d -8223 -0b429182f857

Scenario identifier = Scenario description Power transmission | Duration | Onset
(dBm) (s) (s)

JT23-4.1.5 Continuous high powered pseudo-random 43 300 259
noise jamming

JT23-16.1.1 Incoherent overpowered using broadcast 33 300 150
(true) ephemerides

JT23-17.1.6 Coherent spoofing from stationary spoofer 25 500 226
using broadcast (true) ephemerides

JammerTest 2023 datasets https://doi.org/10.23729/fd -06d27736 -45cb -3ca2-aff8 -725d42c6caeb
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Experimental Setup: Research Tools

AVarious Front -Ends are used to capture raw GNSS data samples for different
datasets

Received | Down-converted Samplin Bits
signal intermediate PHNE | ADC Data
Front-ends . rate . per
bandwith frequency (Msps) bits sample type
(MHz) (MHz) P P
LabSat 3 wideband 30 0 30.69 3 8 Complex
Stereo v2 (MAX2769B) 4.2 6.39 26 2 8 Real
NI's PXIe-5673E 25 0 25 16 16 Complex

USRP X310 5 0 5 14 16 Complex G N S S

List of Front -Ends with key configuration parameters _ SOFTWARE

e e RECEIVERS
T\ MaTLAB

A FGI-GSRXx software -defined receiver is | P

: : ; eniven 8y KAl BORRE,
configured in accordance with the T = e il
associated front -ends: J0SE A. LOPEZ-SALCEDO &

M. ZAHIDUL H. BHUIYAN

https://github.com/nisfi/FGI -GSRx

https://doi.org/10.1017/97811
FGI-GSRx-v2.0.0 Receiver Architecture 08934176
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https://github.com/nlsfi/FGI-GSRx
https://doi.org/10.1017/9781108934176
https://doi.org/10.1017/9781108934176

(Left) C/IN, of GPS satellites;

Results and Analysis: TEXBAT
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Confusion matrix for TEXBAT datasets

Threshold | Expected impact
Scenario Identifier | Accuracy | Precision | Recall | FAR Tap &4p
(dB) (dB)
ds0 100% 100% 100% 0% N/A
ds2 99.94% 100% 99.58% | 0% 37.8
ds3 99.69% 100% 99.39% | 0% 99 13.8
dsd 99 68% 100% U937% | 0% ’ 14.0
ds7 86.90% 100% 73.81% | 0% 1.2
dss 93.29% 100% 56.58% | 0% 2.0

Detection performance of the Chi
(Right) Anomaly detection based on the Chi
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Results and Analysis: OAKBAT

. DAKBAT Clean-static Scenario os0
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(Right) Anomaly
-Square Test metric
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os0 0s2 0s3 0sd
o ‘ — 100 — | = 100 — | = 100 — ‘ — 100
21100% | 0% | [{80 E|99.11%| 0.89% | |{80 E [ 99.23%| 0.77% | [|80 E | 99.15%| 0.85% | [{ 80
Z 160 < 60 < 60 < L1 60
i B = U1 P KR | 40 z | 40
S 0% [100% |, fp 0% | 100% |, £ 0% | I00% ) Lo £ o | | 20
Anolnaly Norr‘minal — 0 Anolmal_v Norrllinal —0 Anor‘naly NonL.inal — 0 Anolnaly Norr‘linal — 0
Confusion matrix for OAKBAT datasets
Threshold | Expected impact
Scenario identifier | Accuracy | Precision | Recall | FAR To 4R
(dB) (dB)
os0 100% 100% 100% 0% N/A
0s2 99.55% 100% 99.11% 0% _5.01 12.8
0s3 99.610/0 1000/0 99.230/0 O(yo ) 3.2
0s4 99.570/0 1000/0 99.140/0 00/0 4.8

Detection performance of the Chi
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Results and Analysis: FGI

FGI-SpoolRepe scenario TG-DFMC

N, [dB-Hz]

FGI-SpoolRepo scenario UT-DFMC

CiN, [d48-Hz)

(Left) CIN, of GPS satellites;
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FINNISH GEOSPATIAL RESEARCH INSTITUTE FGlI

L
380

(Right) Anomaly detection

0 &
00

MNominal

22

Anomaly

TG-DEMC

| |
—99.25% 0.75%
— 0% 100%

| |

Anomaly Nominal

Confusion matrix for FGI

100

—{ 80

- 20

Nominal Anomaly

-SpoofRepo

UT-DFMC
I I
— 99.72% 0.28% —
— 0% 100% —
| |

Anomaly Nominal

Meaconing,
— 100 I I
=
ks Elosimn | 183% [
Y z -
L ap C -
] Z'D g | ﬂn.-"rn lm% | |
z
L—1p l I

Anomaly Nominal

-SpoofRepo datasets

Threshold | Expected impact
Scenario identifier | Accuracy | Precision | Recall | FAR Tooun up
(dB) (dB)
TG-DFMC 99.62% 100% 99.25% 0% 2.2
UT-DFMC 09.86% 100% 99.72% 0% -6.84 1.3
Meaconing 99.08% 100% 98.16% | 0% 1.4

Detection performance of the Chi

datasets
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Results and Analysis: JammerTest 2023

JammerTest 2023 scenario 4.1.5

JammerTest 2023 scenario 4.1.5
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(Left) C/IN, of GPS satellites; (Right) Anomaly detection
based on the Chi -Square Test metric
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=
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Threshold | Expected impact
Scenario identifier | Accuracy | Precision | Recall | FAR Tap X4p
(dB) (dB)
JT23-4.1.5 99.78% 100% 99.57% | 0% 6.9
JT23-16.1.1 99.63% 100% 99.27% | 0% 2.66 17.1
JT23-17.1.6 99.69% 100% 99.38% | 0% 21.1

a1 1—=]-——} e E
100 150 200 250 300 aso 400 450 500

Detection performance of the Chi
2023 datasets
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Comparison against the Most Promising ML Techniques

Y Chi-Square Test
outperforms ML -
based methods for
TEXBAT and
OAKBAT scenarios
except for ds7 and
ds8

Y Datasets ds7 and
ds8 assume carrier
phase alignment
and also power -
matched with the
authentic signal
which is impossible
to achieve without
precise information
of PVT of the victim
receiver

Method KPI ds0 ds2 ds3 ds4 ds7 ds8
Accuracy | 99.7% | 99.7% | 99.6% 100% 89.7% -
ZDD [19] FAR 0.30 1.01% 1.44% 0% 2.61% -
Accuracy - 94% | 994% | 99.7% 99% 99.3%
TSVAE [20] FAR - 2.1% 1% 1% 1.7% 1.4%
: Accuracy | 100% | 99.94% | 99.69% | 99.68% | 86.90% | 93.29%
Chi-Square Test g 0% | 0% 0% | 0% 0% | 0%
Comparison of detection performance of a few reported ML Techniques and the
proposed Chi -Square Test for TEXBAT datasets
Method KPI os0 0s2 0s3 os4
Accurac - 99.4% 99.19 99.7%
TSVAE [20] Y 70 o L7
FAR - 2.1% 2.1% 1%
: Accuracy | 100% | 99.55% | 99.61% | 99.57%
Chi-Square Test
1 FAR 0% 0% 0% 0%

FINNISH GEOSPATIAL RESEARCH INSTITUTE FGlI
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Comparison of detection performance of one reported ML Technique and the
proposed Chi -Square Test for OAKBAT datasets




Conclusion

AThe proposed Chi-Square Test technique is effective for GNSS signal
anomaly detection with a detection accuracy greater than 99% and no
false alarm under a realistic signal propagation environment

ADatasets from JammerTest 2023 campaign is publicly shared to
promote open data policy.

AThe FGI-GSRx receiver along with the configuration files are also
publicly shared that can be used together with the datasets to
benchmark any new PNT resilience techniques.

AThe authors made one of the first attempts to present anomaly
detection performance across various public and real -world datasets
hence offering a benchmark for future studies on similar topics.
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Interference Classification: FGlI -SpoofRepo Dataset (1/4)

AUtilizes Chi-Square Test metric ,r ecei ver Us e sytrdmadlited C/
elevation angle for classification into the following 3 classes:

A Class 0: Nominal
A Class 1: Jamming

, (=]
. : = FGI-S fRepo scenari -
A Class 2: Spoofing £ 2 | TeepooRene s e R e,
o ]
D8l ; '
FGI-SpoofRepo scenario TG-DFMC o e g
80 . . - - T = 216 13
e E |—b—14
70 o §14 15
o -8
60 - T.12|-———20
- ¢ A P e rwid -y ™ P f_g ————22
II T R WV VR J:‘ [ N v = 1 27
om R A e I e e S L o TS S ] o 30
° =z
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% 0.4 r
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0 ] Il Il Il ] Il Il (1]
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Time (Seconds)
C/N, for scenario TG -DFMC Anomaly classification result for TG~ -DFMC
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Interference Classification: TEXBAT ds2 Spoofing Scenario (2/4)

AUtilizes Chi-Square Testmetric ,r ecei ver Us e gahd satelltee d C/
elevation angle for classification into the following 3 classes:

A Class 0: Nominal

A Class 1: Jamming

o
p . & JEXBAT Sooofina Scenario ds2
A Class 2: Spoofing B
& ——3
18T o &
- TEXTBAT Spoofing Scenario ds2 216l —a— 170
T T T T T T £ 13
§14ar —b>—16
2 19
= € 1t
= =
1] »
T, 40 5 0.8
z 2 0.6
- <
20k - (_g‘é 0.4 r
Q_io.z
48]
0 1 1 1 1 1 [ [ 1 E 0w ¥ L 1 | ! 1 I
0 50 100 150 200 250 300 350 400 450 < 0 5 100 150 200 250 300 350 400
. Time (Seconds)
Time (sec)
CIN, for scenario TEXBAT ds2 Anomaly classification result for TEXBAT ds2
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Interference Classification: JammerTest2023 Incoherent
Spoofing Scenario 16.1.1 (3/4)

AUtilizes Chi-Square Test metric ,r ecei ver Us e gand satelitee d C/
elevation angle for classification into the following 3 classes:

A Class 0: Nominal

o
- . = JammerTest rio 16.1.1
A Class 1: Jamming 5 1 e e :
) _ . =3 : —— 1
A Class 2: Spoofing 0.9 | o2
) | 3
80 JammerTest 2023 scenario 16.1.1 E 08 | S 147
Eort i ——19
70F = I 25
- 06 i T8
60 g | 2
_ £ 0.5 | -——-32
T 50 z |
o0 S 04+ |
T, 40 S |
o += 0.3
§ 30 S i
@ 0.2 !
20 ® |
901 |
10 = |
E Sb0 L | |
o 0%
0 . 1 1 1 1 s 0 50 100 150 200 250 300
0 50 100 . 150 200 250 300 Time (Seconds)
Time (sec) . .
CIN.. f 0 ] Test 2023 016.1.1 Anomaly classification result for ~ JammerTest
o TOr scenario Jammerles scenario A, 2023 scenario 16.1.1
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Interference Classification: JammerTest2023 Jamming
Scenario 4.1.5 (4/4)

AUtilizes Chi-Square Test metric ,r ecei ver Us e gand satelitee d C/
elevation angle for classification into the following 3 classes:

A Class 0: Nominal
A Class 1: Jamming

E’ 5 JammerTest 2023 scenario 4.1.5
Ve . = 8 —6— 4 T T T T o B
A Class 2: Spoofing &
JammerTest 2023 scenario 4.1.5 N T
80 T T T T T o 59
L o —b—16
70 |- g (Eu 1.4 26
60 =9 T2}
= 11 g
T 50 16 £ 1 -
: 26 2
m ..
T, 40 N S 08
o o
Z | 206
) 30 % g
2 (_Owa 0.4
O
0.2
108 =
£
o 0O<
0 L . L L L g 0 50 100 150 200 250 300
0 50 100 150 200 250 300 Time (Seconds)

Time (sec)

. . Anomaly classification result for JammerTest
C/N, for scenario JammerTest 2023 scenario 4.1.5 4

2023 scenario 4.1.5
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GNSS Interference
Mitigation: Emerging
Technologies Paving the
Way to Ultimate
Resilience




Suggested way forward

Multi -Frequency
Multi -Constellation
Receivers

Increased resilience
against both jamming and
spoofing attacks

FINNISH GEOSPATIAL RESEARCH INSTITUTE FGlI

Backup/Alternative
Systems
and
Sensor Fusion

Securing critical
infrastructure and
safety of operations
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Monitoring GNSS
Frequency Spectrum

Improved
understanding of
threat space




Mitigation via exploiting Multi

Frequency diversity

-constellation and Multi -

A Resilient FGI -GSRx MFMC receiver : Intelligent signal selection based on

key vulnerability matrix.

TABLE VIIL SUMMARY OF SPOOFING IMPACT ON POSITIONING
ACCURACY FOR SPECIAL SPOOFING ATTACK (GPS L1 ONLY)
o o Avail | Impact
H Vo | abitit
DUT €3p €y Ey y
(%)
FGI-GSRx 194 8 190.6 98.7 40.2 18.0 100 High
(L1 only)
FGI-GSRx 37.7 28.6 14.8 100 High
(L1-E1) 80.2 | 74.9
FGI-GSRx 18.6 12.4 6.1 100 High
(LI+E1+L 39.8 37.8
5+ESa)
FGI-GSRx 04 42 0.9 100 Low
(E1+L5+E 4.5 1.5
Sa)
MET 158.4 100.5 62.0 122.4 77.2 98.1 High
FoP 117.5 117.1 68.4 9.6 6.1 100 High
X5 12.9 11.4 74 6.1 4.1 78.1 High
Delta-3 86.7 63.4 57.3 59.1 53.6 100 High
https://github.com/nlsfi/FGI -GSRXx

https://doi.org/10.1017/9781108934176
FINNISH GEOSPATIAL RESEARCH INSTITUTE FGlI
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(Left): Position solution with all available constellations,
(Right): Spoofing detection -based constellation selection
for position solution with FGI ~ -GSRX

Islam, S., Bhuiyan, M. Z. H., Paakkonen , I., Saajasto, M., Makela, M., and Kaasalainen, S.
(2023) "Impact analysis of spoofing on different -grade GNSS receivers," IEEE/ION PLANS
2023, April 24 -27, 2023, California, USA.


https://github.com/nlsfi/FGI-GSRx

Future Trends for PNT

U GNSS still is an excellent system!
A Ease of use
A Cost efficiency
A Precision

U0 Authentication services
A OSNMA
A PRS
A Chimera

Templieret al,
Science
Advances (2022)

U Sensor fusion and system of systems
approach

U Low Earth Orbit (LEO) constellations
A Dedicated PNT system
A Augmenting GNSS

U Quantum Navigation

-"

o
\

Image credit:
Xona Space
systems
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PNT Authentication with
Galilleo Constellation




GALILEO

European Galileo

FINNISH GEOSPATIAL RESEARCH INSTITUTE FGlI

Galileo Services
More Than Just GPS

Open Service (OS) - GNSS Commercial Authentication

g .
m-!m
S

OS Authentication Search And Rescue

0 High Accuracy  Public Regulated .

GNSS Service

Q ’/ Embedlab

Pawel Gielmuda

(71\ )

A constellation of 30 GSTB -V2 satellites (27 active and
3 spares) and their ground stations.

https://pgielmuda.medium.com/galileo -system -8550e7dc273f
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Galileo Open Service Navigation
Message Authentication (OSNMA)

A A new feature of the Galileo Open

Galileo Satellite

Service which enables users to verify 0
that the navigation data at  the OSHMA server at St OO .. oo
. servera \\ /

rece|ver ] GNSS Service Centre (GSC) %AL;NE&
A OSNMA relies on the transmission of — D e

cryptographic information INAV . \t_:/

message on E1B component . e elphcr it
A OSNMA initial service was

declared operational on the 24t of ;. CRYPTOGRAPHICFUNCTION Ves lb

: is navigation data authentic? %

JUIy 2025 Navigation data : Navigation data authenticated
4 . . not authenticated Trusted use for positionin
A Galileo currently is the only S

constellation that offers possibility for
position authentication.

FINNISH GEOSPATIAL RESEARCH INSTITUTE FGI https://www.gps.gov/cgsic/meetings/2022/damy. pdf



LAND SURVEY

OSNMA Principle

A Navigation data are verified
through the computation of a

= truncated Message Authentication
e - T Code (MAC), named tag, which is
Signal in space OSNMA enabled receiver Compared againSt a received tag

M Received NAV A The tag is computed with a key,
message released after the tag. To ensure
the timely reception of OSNMA

data, time synchronization to GST
A IS required.
? A The key is part of a TESLA chai
a - Received — Computed y par Oora C aln;
. and can be used to derive previous
keys, as the TESLA root key.

g —EE=N A The TESLA root key is verified with
a public key through a digital
signature algorithm.

FINNISH GEOSPATIAL RESEARCH INSTITUTE FGI https://www.gps.gov/cgsic/meetings/2022/damy.pdf



FGI-OSNMA

FGI has made an open source
implementation called FGI-OSNMA.

The goal of FGI-OSNMA
flexible and easily
implementation,
and production server environments .

integrable

FGI-OSNMA in GNSS-Finland
utilization of FGI-OSNMA with RTKLIB
perform authenticated positioning

Hammarberg, Toni, Garcia, José M. Vallet, Alanko, Jarno N., Bhuiyan, M. Zahidul H., "FGI
Il mpl ement ati on

OSNMA

IS to serve as a
OSNMA
usable In both research tasks

service and

to

SVID

GNSS-Finland Service
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Galileo OSNMA satellite authentication status timeline

@ Selfauthenticated sstellite @ Cross-suthenticated satellite @ Galileo constellation timing data suthentication @ Error validating navigation message @ Tag received but oo navigation data

Time : 20231016 11219
Authentication status : ok
PRNA (26
PRND ' 24

ADKD:0
(AR AR AR AN AR R R A LN

11:01 11:13 1134

OSNMA authentication timeline in GNSS-Finland Service

-OSNMA: An Open Source

of GalileoUs Open Service Navigation Messze

International Technical Meeting of the Satellite Division of The Institute of Navigation (ION GNSS+ 2023), Denver,

FINNISH GEOSPATIAL RESEARCH INSTITUTE FGlI

Colorado, September 2023, pp. 3774

-3785. https://doi.org/10.33012/2023.19348



Authenticated

positioning using FGI -

OSNMA

Hammar ber g,
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vl

Toni ,

To make full use of the authentication, only Galileo E1b signal is
used to compute the PVT.

The OSNMA processing is done to obtain the authentication

iInformation, filter out the unauthenticated navigation message
and the corresponding observables RINEX files to obtain the

PVT solution.

]

L0 Errmres; 1.0, 2.0, and 4.0 matars

¥ il
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Unauthenticated positioning

Garci a, Jose M. Vall et ,

Al anko,

Errars: 1.0, 2.0, and £,.0 maters
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% im}

Authenticated positioning

Jarno N. ,

@Resilient -PNT, NAVI, FGI -NLS
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OSNMA Authentication Tags

Ephemeris, clock, and status of the satellite are authenticated in each subframe (or 30 seconds (s)) delay.
ySelfADKDO: ADKDO authentication of the satellite is done by itself.
AD K DO yCrossADKDO: ADKDO authentication of the satellite is done by some other satellite.

Same information as in ADKDO is authenticated, but there will be an additional 10 subframe (or 300 s) delay in transmitting t he TESLA key needed to authenticate
the tag.

ySlowSelfAuthADKD12:  ADKD12 authentication of the satellite is done by itself.
ySlowCrossAuthADKD12:  ADKD12 authentication of the satellite is done by some other satellite.

Galileo constellation related timing information is authenticated.

ADKD4
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Case Studies

y Reference:
AB60.182 °N, 24.828 °E , 47.248 m

yLocation: Finnish Geospatial Research Institute (FGI) office rooftop
antenna in Espoo, Finland

yGalileo satellites: PRN 4, 9, 21, 31, 34, 36
y Signal duration: 460 seconds (~8 mins)

Case Study 2:
yReference: 69.283 °N, 15.998 °E

AUthenticated yLocation: (Bleik community house parking lot), Andgya, Norway
POSitiOn in real WOrld yGalileo satellites: PRN 3, 5, 13, 15, ,24, 31

: : y Signal duration: 740 seconds (~12 mins)
spoofing scenario
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OSNMA based position Live signal

Receiver Antenna NSL Stereo Front End

authentication with g Y = oo
FGI-GSRX '

OSNMA Hot Start: Public Key and Root Key available at startup

> >

Scenario 1: Nominal open sky clean Availability (%) [ esp [ ey | oy | ey | oy | TTFAE
S|g N al Auth. position 80.86 269 | 1.03 | 149 | 0.75 | 1.83 | 88s
No Auth. position 100 268 | 145 | 1.14 | 1.84 | 1.73 | NA
e ®  SlowSelfAuthADKD12 6
+ SlowCrossAuthADKD12 f f f f f L&
® ConstellAuthADKD4 —e—E L6
30 ©  SelfAuthADKDO L] —+—N
CrossAuthADKDO 54k ——U
| | commaan g o ofsas|| g
| AliZeros . = i =
O ADKDONotAuthenticated c 2r | f o
=] 0 LI | 1, S
220— “5 g "\‘|’ “'I 4 g
= 1, k5% <
80 Wi, |l
315} o L =
E N o3 >
-2 3
U g ; 'E
2 1, @
5 g -4 2 -E
‘g 4
1 | | | | I 5 = -1
12:24:00 12:25:00 12:26:00 12:27:00 12:28:00 12:29:00 >
UTC Time [hh:mm:ss]
- 8 I I I I I I 0

12:24:00 12:25:00 12:26:00 12:27:00 12:28:00 12:29:00
UTC Time [hh:mm:ss]

Reference: 60.18R, 24.828E , 47.248 m
Location: FGI rooftop antenna in Espoo, Finland
Galileo satellites: PRN 4, 9, 21, 31, 34, 36
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Signal duration: 460 seconds (~8 mins)



OSNMA based position
authentication with FGI -
GSRX:

OSNMA Hot Start: Public Key and Root Key available at startup

Scenario 2JammerTesP023 (Norway)
Dataset: 17.1.6 Simulated driving (route 1).
Spoofed Signals: GPS L1 C/A, L2C, L5 Galileo E1, E5

Reference: 69.288|, 15.998E
Location: Bleikcommunity house parking lotAndagya Norway
Galileo satellites: PRN 3, 5, 13, 15, ,24, 31

Signal duration: 740 seconds (~12 mins)
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Record and Relay

Labsat 3 Wideband NSL Stereo Front End
FGI-GSRx-v2.1.0
Replayed Signal . Raw 1/Q data S| morees @)
Availability (U/D) €3pn €y Ty €y 0y
Auth. position 16.21 4.06 235 | 206 | 078 0.56
No Auth. position 100 603.55 | 62.62 | 86.08 | 370.21 | 464.96

1000 -

Authenticated position solution with OSNMA

500

-500

-1000 -

Variations (w.r.t. true position) [Meters]

-1500

Position solution without OSNMA authentication

o

w
Number of available satellites

E
N
o u
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o. of sats| |

1
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