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Jammertest Forum 2024 - Can we trust the
systems?
Time and date: Thursday April 11th 09:00 - 16:00 Location: Rebel, Universitetsgata

2, Oslo Security threats and vulnerabilities within PNT services Critical societal
functions
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Jammertest 2023
Test locations

Test locations

Red: Area 1 Bleik
Green: Area 2 Grunnvatnet

Blue: Area 3 Stave-Nordmela
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Tests performed in 2023

1. Jammer range tests

2. Road side tests

3. Direction of Arrival tests
4. Power of Arrival tests
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It’s hard work
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Range tests:
Equipment




Range tests
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@ Six receivers at ranges:
5, 10, 20, 50, 100, 150m
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Afstandstest

» Afstande: 5, 10, 20, 50, 100, 150m (KORT!)
« Ca. 10dB deempning gennem bilens bagagerum/bildar
« Jammere:

- 16:05-USB1. u1.1

— 16:18 — cigarteender, s1.2

— 16:28 — Handholdt L1, h3.1

— 16:39 — Dual frequency cigar, s2.1

— 16:48 — Militeer, High Power, Narrow Band, h1.1
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Cars Mo 1)

Range tests: C/NO at 20m and 150m
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19:03:20
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Range tests: Front End Gain at 20m and 150m
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Road side tests
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Road side tests:
Can we detect lanes/heading of a jammer?

Time (h:mm:ss)
14:31:40

3 H :33: 14:35: :36:
....................................

DTU

Title




=
—
—

i

Road side tests:
Can we detect lanes/heading of a jammer?

GNSS Time (hzmmsss




=
—
=

i

Jammertest: Bring your own antenna
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Direction of Arrival:
Kraken SDR

KrakenSDR
07/2021
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Direction of Arrival:

Beamforming

DTU

Beamformer response
T

Power (dB)

50 UCA, N=5
UCA-SA 01, N=2
2-ULAO1,N=2
UCA-SA 02, N=2
2-ULA 02, N=2
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Direction of Arrival tests
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Direction of arrival — Moving in circles

DOA map: RX01 Tues Krak tn-Test 04 Clockwi:

Clockwise
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Direction of Arrival:
Triangulation (WiP)
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Get up early to avoid the traffic jam

...by helicopters
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We also went swimming
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Good thing we have Galileo to tell us it wasn’t real
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from upcoming paper:
An in-depth assessment of GNSS
RFI Localization Using Real World

Carrier to Noise Observations
W

Power Of Arrival teStS The following figures are borrowed
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Date

Power of Arrival tests

Receiver scatter map

DTU

# AltusNR3 loose geometry
4 AltusNR3 tight geometry
¥ Jammer location

Northing

Easting

The following figures are borrowed
from upcoming paper:

An in-depth assessment of GNSS
RFI Localization Using Real World
Carrier to Noise Observations
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C/NO [dBHz]
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Power of Arrival:
Theory vs. reality

Northing [50m ticks]

Ring localization using gamma=160

Easting [50m ticks]
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Northing [50m ticks]

Power of Arrival: Can we find the jammer?

Jammer localization with Smart antennas

Heat map localization of jammer 2
1

BRI

—~ -
Estimated location of jammer 1
WA location of jammer 1
Estimated location of jammer 2
WA location of jammer 2

True jammer location

Altus receivers

| Easting [50m ticks]

Northing [50m ticks]
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The most important test
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" Thank you for listening!
Join Jammertest 2024




